INTRODUCTION
The network security problem is becoming serious; therefore, to design a high-performance security protocol is particularly important for the authentication and encryption of the network communication process. To analyze the performance of the designed security protocol algorithm to improve the algorithm performance is an important step in the design of security protocol algorithm. In the conventional algorithm performance analysis, the algorithm analysis methods are the time analysis method, Cycle analysis method, MIPS analysis method, multiplication and addition analysis method and so on. However, viewing from these algorithms analysis methods, it only needs to conduct the coarse-grained analysis toward the processing time, the number of executed clock cycles and the number of multiplication and addition executed in the algorithm in a single machine. In addition to the processing performance in a single machine, the algorithm used in the network also has processing performance in the network and network nodes. Therefore, the traditional algorithm performance analysis methods are not fully applicable to the performance analysis of the network protocol algorithm.
OVERVIEW OF AUTHENTICATION AND ENCRYPTION
Communication between application entities shall go through the identity authentication, so as to effectively prevent counterfeiting [1] . The identity authentication is completed by AS of a third party, and both parties of communication shall register their true identity information in AS and obtain a pair of secret keys distributed by AS, of which a public key is used for encryption, and a private key is used for digital signature and decryption. The certified identity information is stored in AS authentication database. The data content transmitted by both parties of communication must go through a certain transformation, so as to effectively prevent information leakage. Under the foundation framework of a public key, the sender adopts the public key of the receiver to encrypt the transfer data. The receiver adopts the private key to decrypt. Due to the confidentiality of the private key, only the real receiver can use it to decrypt, so as to ensure the information confidentiality. In the single-key system, both parties of communication use the same secrete key for encryption and decryption [2] . ABSTRACT: For the network security problem, this paper proposes a kind of loose security protocol algorithm. The protocol includes two parts: authentication and encryption, which are respectively used for authentication and encryption for the network applications. This paper also adopts OPNET to customize the application modeling method in order to analyze the network performance of the protocol algorithm. The simulation shows that, after analysis and optimization of the algorithm performance through customizing the application model by using OPNET in the design of the loose security protocol algorithm, the algorithm performance has a significant improvement.
Loose Security Protocol Algorithm Design and Performance Analysis Method
Keywords: loose security protocol; algorithm design; performance analysis method 3 AUTHENTICATION AND ENCRYPTION DE-SCRIPTION ALGORITHM DESIGN
Algorithm description
To achieve secure communications between A and B, first, there is a need to verify valid identification of A and B, which is the basis of secure communications; second, the communications between A and B distribute the session key; finally, the encryption transmission is achieved in the communication channel of A and B. The workflow of authentication and encryption algorithm is shown in Figure 1 : Figure 1 . Workflow of authentication and encryption algorithm.
In Figure 1 , AS is a third party with credibility, who is responsible for the authentication in both parties of communication, the distribution of session keys and other functions. AS must strictly follow certain workflow. Client A and Client B achieve secure communications through the following eight steps: 8. A→B: {EKs (M)}, B→A:{EKs (M`)} Thereafter, the communications between A and B use the session key (Ks) to encrypt plaintext data transmission.
Description algorithm design

Timing sequence design
According to the algorithm description, the execution sequence at each stage and the directivity of data flow must be strictly specified. The workflow of communications between A, AS and B is shown in Table 1 , and it is executed by the sequences 1-8. 
Data flow design
For interaction at each stage, there is a need to determine the request count, response count, request processing time, response processing time and other parameters, and also determine the request and response packet size. The processing time of authentication and encryption algorithm is mainly the time required by the asymmetric encryption, decryption, signature and verification. According to the improvement of exponential module algorithm by Montgomery algorithm, 1024-bit key is used to encrypt the data of 1000B, and the operation time is within 200ms; the operation time of decryption is within 50ms [3] . The data flow design of description algorithm is shown in Table 2 .
Description algorithm analysis
As can be seen from Table 2 , there are two processes to describe the algorithm: The authentication process is comprised of the timing sequences 1-7, and the encryption process is comprised of the timing sequence 8.
In the authentication process, in addition to the timing sequence 1, other six timing sequences shall go through encryption, signature and decryption and so on. Therefore, it will produce the corresponding time in the processor, which is specified by the initialization time in Table 2 .
In the timing sequence 8, the session key obtained by A from AS through the authentication process encrypts and transmits the plaintext M. The encryption process is completed by using the symmetric encryption mechanism, so the initialization time is much smaller, which is 0.1s specified by the description algorithm; the number of request is 1, the number of every request is 10,000, and the size of every packet is 1kbytes, with a total of 10,000kbytes. The method of "a single request and multiple packets" is used to complete the encryption process. In the timing sequence 9, the session key obtained by B from AS through the authentication process encrypts and transmits the plaintext M. The initialization time is 0.1s specified by the description algorithm, the number of request is 1, the number of every request is 20,000, and the size of every packet is 1kbytes, with a total of 20,000kbytes. The method of "a single request and multiple packets" is used to complete the encryption process.
DESCRIPTION ALGORITHM PERFORMANCE ANALYSIS
OPNET network simulation software is used for the description algorithm performance analysis, so as to obtain the description algorithm performance parameters [4] . OPNET supports the custom multiport business modeling. In order to analyze the description algorithm performance in the Internet, the network model is established as shown in Figure 1 . In Figure 1 , as a third party of the public trust, AS is a node of PPP_server and distributes the session key for the encryption of communications between A and B, so as to achieve authentication of A and B. A and B are nodes of PPP_client. The Internet is a cloud node of IP. The packet loss rate is set as 0%, and the packet delay is set as 0.1s. DS1 (1.544Mbps) link is used to connect with AS, A, B and the Internet node.
Custom service
Custom authentication service
OPNET provides the definition of custom service through Task config. Task config defines two tasks-xieshang and jiami, which are respectively corresponding to authentication and encryption.
The main configuration parameters of the custom service in the authentication process are shown in Table 3 . The data flow parameters at each stage of authentication are shown in Table 4 .
Custom encryption service
The main configuration parameters of the custom service in the encryption process are shown in Table  5 .
The data flow parameters at each stage of authentication are shown in Table 6 
User profile configuration
The configuration of user behavior and profile behavior attributes is shown in Table 7 .
Simulation run
Configuration of simulation running parameters and collected statistics
The simulation running duration is set as 1 hour, the speed seed number is set as 128, and the value per statistic is set as 100.
Simulation statistics are collected: the application response time, the task response time and the phase response time. 
Simulation analysis
After the simulation run, the application response time is 9.20483600807s, which is a total time for the completion of authentication, encryption and transmission as shown in Figure 3 , of which the time used by xieshang in the authentication process is 4.74190264585s as shown in Figure 4 , and the time used by jiami in the encryption process is 4.46293336222s as shown in Figure 5 . The application response time is relatively long, which has a greater delay for the end user. In the entire process, the time used by the authentication process is related to the network delay and processing time of the related devices. In the specific network environment, the time used by the authentication (xieshang) process is basically constant. To reduce the application response time, there is only a need to reduce the encryption time. Through the description algorithm analysis, the size of the request packet is 1bytes, namely, Request Packet Size (bytes): constant (1) , while the number of packets per request is 10,000, namely, Packets Per Request: constant (10000). In the design process of description algorithm, the data at the application layer is divided into a plurality of packets with 1bytes. Each packet is to be encrypted, thus increasing the encryption time, namely, generating a confused syndrome at the sending end [5] . To reduce the total time used by the application, it is necessary to control over the data packet size in the encryption process, so that the data packet is as large as possible, close to or equal to MSS size. The description algorithm is adjusted as shown in Table 8 , namely, Request Packet Size (bytes): constant (10000), Packets Per Request: constant (1). After the parameter adjustment based on Table 8 , under the circumstance of other constant parameters, the application response time is 5.62325099979s after the simulation run as shown in Figure 6 , of which the time used by xieshang in the authentication process is 4.74190264585s as shown in Figure 7 , and the total time used by jiami in the encryption process is 0.881348353946s as shown in Figure 8 .
As can be seen from Figure 6 , after parameter adjustment, the time used for the completion of authentication, data encryption and transmission is 5.62325099979s, of which the time used by the authentication process is 4.74190264585s as shown in Figure 7 , and time used by the encryption process is 0.881348353946s as shown in Figure 8 . The authentication time does not change after the parameter adjustment, resulting that the reduction in the total time is mainly because the size of application packet is increased. After encryption of big data, the encryption packets are grouped according to the size of MSS. Such an encryption process is only executed once, thereby reducing the processing time of encryption. 
CONCLUSION
In the design process of network security algorithm, OPNET is adopted to carry out the simulation analysis of key performance of the algorithm, and the simulation results can be used to analyze the algorithm performance and optimize the algorithm through algorithm adjustment, so as to obtain an algorithm with higher performance.
